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" 1» Ratcmnw ie mda tq the aitw}wd propoacd physiaal m‘?:uriw ﬁt
prajaom dated 2 Jnnuary iph8. - o

2. prﬂjcetn eet farth hli W six ganeral c&t.egeriea and
ahanld bc eonai&aﬂd xm the priond tg‘ atwlnb in ca.tegory gronpa.

ey “Hiret primtx chould b;x?'gt[,v_, t.o item Ho. 6, the Diesster
Plan- 1t is suggested that this plan bg ;S};S ‘into aetive operation with
. test drille dn oxder that ell cyess mAY know thelr responsibilitles
) undar the plan and to detormine whather there are sny edjustments
’ mcassary on: tm overall plnn baawd m mm best. opm-ations.

‘ : m PRA gwmls pla;r m Ent pert in this plan md their
pm:&eipatﬂ.m Bust be kepd on & ofvrent basie in view of the frequent
- sm,tting of personnel within the CIA gdard: grov p. Ths medioore caliber
7 ¢f guard peveonntel mskes it neceesary that the guards be thoroughly inw
7 dostrinated snd instructed s to thelr duties under this plan, In this
" | category, ssstions #9, #1, #7 end 22 are in drect relationship, It ls
~-fald t.ha% negotlations for bettey type guards should be pressed in order
A ‘that higher caliber guards may be dStained, dndoctrinated and the insiruc-
1 tdonp on bullding ooubrol regulstions,. undu utnch they operats, should be
ahirly Bpeoiﬂad and nmua}tdy o

R L« - Second prierity should b gim to internsl security controls
dasigned to tighten up ths intermal operations. In this tategory thers is
& divegt relationship of mection #2 = Gacurity Survey of Offices, #13 =

| ¢lnsgified Waste Dispossl, #15 ~ Investigeticn and Study of Epecial Security

~ Problens, #17 e Survey cnd Study -of Dupliqabing Contrals and section #20 -

" Tntensification of Efforts to Detast Less Cbyigus Sesurity Violations,

..+ Eagh project fu & manner s a mpnunt of . the other and all are asimed at

a': esteblisimant of striot internsl prosedures o determine that they are being

prcperly carried out and the demuqn of viglations. Freguent eurveys of

' this nature en a continuing basis will point out to all personnsl the necessi-

.ty of performing their routine fungilons In a spourity manner and will looate

[T
e

_&' o aﬁ_“ AU?H:.« HR 170-2

g & +» and gorrett those viclations &f thy sonyity na'nlationu which oocur through

ignursnca, .’:.ack of aduintatrative ‘Bup &m:, or delibcrate action,

5 Third priaﬂ'ay should be given to ‘seotion #8 and F11 cancernin;
: Viai’oor Control Burveys and Specisl Indoctriuation snd Training of Reception-
~4gts. These two projects sre complimsntary and supplemsnt categories 1 and 2,
Tha v‘,lsitox* control problem and wark of raceptioniats sppears to have been

‘ '* _('4007A(§Q§§A£}:§“}“A\'
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dssignad to achieve uniformty of procedures and security of cperations and
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i oo probsbly be performed 43 @ jodnt eurvey,

8. Pourth priority should bs given bo seotion #3 and £12, Tudoc= -

 trination Progrem, OIA and Spsplal Indootrination Staff Duty Officers. ™e

indootrinstion progran is ang of lomg range planning and should conslst of
periodic indostrination of 211 perscuisl with & view to

ST ae . hoguainting Wamlwit.h ohanges in security policy
S and operations oceuring since the last indoctrination.

" be. Beminder to all personisl of their security responsibilities.

~ In view of the high ealiber of personnel of CIA and thelr
manifest interest in sasntalinivg security of operations, ths
tndootrinetion program should be of an advanced, maturs nature,
It 48 believed that this can best be achleved by nse of two or
threa epeskers on dlfferent phascd of seourity together with

R “uytildsation of visual sids and prsoticsl demenstrations. The

program for sach class should not excefid one~half howr and
.should eontsin that meterlal whioh 14 be of interest to all
e personnel in mointaduing sesurity of operations,
T "~ Te  The £ifth catem consists largely of crgenization of the
#Fpyeical Seourity Division end mast be carried cut in connsction with the

"Zbove projecta Af the progrms is to be effective. The projects would con-

sist of seotion #5 ~ Physical Secuyity Flanning snd Studies, #1i « Heorgani-
sation of Phyeical Seourity Control Rescrds snd Files, #18 « Preparation of

- Adsinistrative Instruotions, #19 « Develop and Perfect the Security Officer
Orgenisation. S | ‘

8, The remaining projects sre important from a long renge stande
point or as imwodiste problems develop within the respective operations. -

 These projects would bo geotion § = Monitoring of Telephones, which would

be concerned in the detsetion of viclations through telephone gonversations
and would be a direot supplement to the Invesiigations Division in covering
activities of suspeoted personnel. . S '

| _ o

* ~ . Bection # 2) ~ Classification Review Program 4s cme of long
range plenning and will be of & conpimsing nsture. :

Seution § 16 = n¢e with Atemdo Ensrgy Seourity Peraqnnel,

_ : 1 be of Anterect a8 mutusl probleme ariee congerning the two organizations.

:9. “The projests cutlined ém 'm of considarable ecops and are

‘vital to any strong escurily rogram. Mfull implementation of these

' Approved Forv'Relle,aséfgobziqquoompqogqm& |
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- . { projects will require ‘sufficient persennel to be effsotively carried cub
- &nd can only be opsrative on the basis of ‘conatant chacking and re=EUrveY,
A1l of the projecis make up the total seowrity ploture and a broakdom 4n
eny phase of escurliy control jscpardizes the entire security platura.
- The effective operation of the program, as stated abova, will be largely
. deterained by au adequate number of spanity officers to maintain the
program on & curvent sative basiz., = 000
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